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Before the 
Federal Communications Commission 

Washington. D.C. 20554 

111 thc Matter of ) 
1 

4ct 01‘ 1906: ) 
1 

Telecomniunications Carriers’ Use o f  1 

and Other Customel- Information ) 

Implciiientation o f  thc Telecoinmunications ) CC Dockct No. 96-1 15 

Customer Proprietary Network [nformation ) 

OPPOSITION OF 
WASHINGTON UTILITIES AND TRANSPORTATION COMMISSION 

TO VERIZON’S PETITION FOR RECONSIDERATION 
OF THIRD REPORT A N D  ORDER IN CC DOCKET NO. 96-1 15 

The Washinyton Utilities and Transportation Commission (WUTC) opposes the Verizon 

telephone companies’ (Veriron) pctition for rcconsideration of the Commission’s Third Report 

;ind Order’ on telephone customer privacy protections in the above-captioned proceeding, 

1. Introduction 

I n  its Pctition, Verizon docs not scck change to customer privacy mles adopted by the 

Commission, and i l  is offers 110 evidence that the Commission failed to consider any of the 

extensive arguments and evidence that Veri7011 offered during the rule making coiiiment process 

and i i i  sitbsequent e,xparfe sessions. Rather, Verizon wants the Coinmission to reverse an act it 

did no( take, namely the decision noi to preempt state rules that were ti01 even i n  effect at the 

time of the Third CPNl Ordei-. 

In i / ie  hfcitrcr oflriiplenic,,iiriiion ofilie Telecoininiliiiccitioiis Acl of 1996: I 

T~~ic~c.oiiiiniiiii(.ofioi~.~ C‘cirrier.s ’ rise of C u s ~ m e r  Proprielor): Network Informolioti cud Other 
C/istoiner In~i~rvintioti, Third Report and Order and Third Further Notice of Proposed 
Rulcniaking, CC Dockct No. 96-1 15, FCC 02-2 14, I 7  FCC Rcd 14860 (July 25,2002) (“Third 
CPNl Order”). 
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Verimi seeks prcsumpli\,c prccniption ~ for the Commission to preempt rules that it has 

ricvcr seen a n d  indeed that did not exist at the time Verizon tiled its petition. Verizon offers 

draft rules o r  Washington and California in support of its plea for preemption, but the existence 

of tlicse proposals docs not support Veriaon's case. Even if the case for preemption of these 

specific proposals were obvious. which i l  is no[, that still would not justify presumptive 

prcemptioii of all potential ruture state rules on telephone customer privacy. So swere a 

restriction on state erforts to protect coiisuniers within their respective jurisdictions would 

require Verizon to show that every possible state rule conflicts with the Commission's regime, 

a n d  Verizon lias not made the case for this proposition. 

1 1 .  Washington's CPNl Rule 

The VeriLon petition rerers to and includes a proposed rule that the WUTC issued in 

,April 3002.' This proposal ullimately was not adopted by the WUTC. The nile adopted by the 

WIJTC on November 7, 2902,' i s  includcd iii Appendix A to this filing. Bccausc Verizon's 

request rcsts on the proposition tha t  c ivr i '  potential state rule should be preempted, the WUTC 

\ r i l l  l im i t  its discussion to the Washinglon rule as it was adopted. 

The WUTC rule, like (he privacy rule adopted by the Commission, applies different 

levels of protection to different types of customer infonnation and different uses of that 

information. In most respects the two sets o f  rules arc thc same, but there are three key 

tlil'l'ei.ences: 

( I )  The WUTC rule applies greater proleclion (opt-in rather than opt-out) to the 

derailetl [ransaclion information thai sho~vs LO whom, when, and where a customer places 

- Verizon Petition, at 4-5. 

' The WUTC's nile will take effect on January I ,  3003 
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Lelcplnone calls, even when that information is used by the telecommunications company and its 

arfiliates; 

(2) The WUTC rule applies grealcr protection (opt-in rather than opt-out) when 

ctistoiiier proprietary network information is sold or otherwise provided to unaffiliated 

“contractor and joint venture partners;” and 

( 3 )  The WUTC rule includes more specific requirements on the notice and approval 

process itself. 

Tliz reasoniiig bchind our rules is expressed iii the adoption order, which is also in  Appendix A. 

In drafting the rules, the WUTC sought to minimize the differences between the rules that 

apply to Washington state customers and thc national rules, and indeed the changes from our 

.April proposal to our November linal decision reflect that effort However, in balancing the 

interests of telecommunications companies and their customers, the W UTC found that the 

geater use of opt-in approval was appropriate in the state of Washington. 

In making this decision, the WUTC considered the arguments of the telecommunications 

companies that do Ijusiness in Washington regarding their ability to conduct business here under 

a iiioi-u protective privacy regime. The WUTC also explicitly considered and gave considerable 

\\ciglit to the Commission’s expressed concerii that i t  would not “take lightly the potential 

impact that varying state regulations could have on carriers’ ability to operate on a multi-stale or 

nationwide basis.’” Finally, the WUTC I-ecognixd and accepted that it would be responsible, 

Third CPNl Order, 71 71 



bascd on its own rccord. to defend the rules from any court challenges that the 

LeIccoiri~ntinications companies might bring.' 

The additional protections in thc WUTC nile are well-supported by the record in the 

\ V U K  rulemaking proceeding. This is true lor two fuiidamental reasons. First, the WUTC 

1.ecoi.d incltidcs substantial involvement by telephone consumers. In telephonic comments, 

e-mail messages, and commcnts at public meetings, consumers firmly expressed their concerns 

about (lie use of private information by the telecommunications companies that are the coiiduit of 

Lhat information. In particular, cons~iniers objcctcd Lo thc use of detailed call inrorniation for any 

purpose outside the call itselrand the related busincss transaction, and they objected to the sale 

or diaclosurc o f  that information LO unrelated entities. 

Second, the WUTC record iricltides an xttial applicalion of the opt-out approach that the 

LVUTC round to he grossly inadequate. Brictly, in December 2001 Washington State's largest 

local exchange conipany, Qwest Corporation (Qwcst), distributed opt-out notices as a bill insert 

The notices were incomprehensible to most people. Moreover. those customers who came to 

understand the notices  often duc LO news media reports rather than the notice itsclfV found that 

(lie opt-out mechanisms establishcd by Qwesl did not work. Qwcst was proposing to use 

customers' private information uiilcss it heard an objection. yet there was no practical way for 

(hi '  custonier to object. The WUTC found that this experience with the real-world problems of 

an opt-out inethod provided support both for a more restricted reliance on the opt-out method 

and its presumption of consent and for a more specific and extensive set of requirements on the 

notice and approval process ilself. 

' Three weeks after the WUTC adopted its rule, Verizon filed a complaint in U.S. District 
Court i n  Seattle seeking to enjoin its enforcement. See Verizon Nonhwesf, (tic. et ul v. 
S/ioic:irller., e/ d., No. CV02-2342R (W.D. Wash., tiled Nov. 21, 2002). 
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It is noteaorlhy thal durins the public outrage about Qwest’s actions Verizon did not 

ilvail  itsellof the opporiunily to provide the counter\,ailing example to Qwest. Verizon is 

Washington State’s second-largest local exchange company, and it also was planning to issue 

opt-out iolices to its Washington customers in  late 2001. Veriz,on could have attcmpted to 

deinonstratc to the WUTC thal the Qwesl expel-ience was an anomaly and that a carrier could 

tlisti-ihutc ; in  opt-out notice that would be tisefiil and inTormati\je to customers. Instead Verizon 

chose to wait, perhaps in the hopes that i t  could issue an opt-out notice later after the media 

spotlight was shining elsewhere 

111. State Measures to Protect Telephone Customer Privacy Will Not Negate the 
Commission’s Authority 

VcriLon contends that the FCC must preempt state CPNl regulations because the failure 

to do so would negate the FCC’s du ty  to irnplemenl national rules and would violate the First 

.41nendment. Verizon’s arguments ignore the states’ traditional role in protecting the interests of 

consumers and presume that state CPNl regulations will violate the First Amendment.‘ 

A .  

Implicit i n  Verizon’ argument is the contention that state protections of telephone 

There Is a Need for State Protcctions of CPNJ 

customer privacy are unnecessary and improper in light of the Commission’s natioiial CPNI 

rules. However, there is room for and a need for state protcctions of telephone customer privacy. 

As the Commission well understands, stale regulators have a duty lo protect customers in their 

respective statcs.‘ This involves a closc and comprehensive exercise of state police powers to 

oversee the business relationship belwccn the regulated telecommunications company and its 

Verizon Petition, at 7-12, 

Third CPNT Order, 11 71 (“[Olur state counterparts . . . bring particular expertise to the 

(1 

7 

table regarding competitiw conditions and consumer protection issues in their jurisdictions, and 
privacy regulation, as part of general consutner protection, is not a uniquely federal matter.”). 
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customers. This oversight necessarily includes issues regarding the use of the private 

inIbrmation about a customci- that is a by-pi-odtict o f  this business relationship, and state rules 

~yvci-ning telephone customer privacy serve that purpose 

B. Failinr: to Presumptively Preempt Srate CPNl Regulations Does Not Violate the First 
Amendinen1 

Vcrizon argues that tlie Coinniissioii’s failure to presumptively preempt state telephone 

customer pi.ivncy protections violares the First Ame~idmeiit.~ In fact. Verizon gocs so far as to 

say “110 statc record can be conipilcd Lhal wi l l  satisfy the First Aniendment.”’ The Commission 

should reject Verizon’s invitation to preempt sunimarily all state CPNI statutes or regulations 

without so much as reviewin:: them 

I Opc-ouc is t i 0 1  the onl i ,  cilstoiwei- riorice mechnnisin tho/ ivill satisJv the 
First d i r ietit lmcn/ 

Conrrary Lo lhc statements Verizon makes in  ils pelition, the Commission has not 

acknowledged that there is no substantial sovernnient interest in protecting intra-company 

disclosures ofCPN1.I” To tlie contrary, the Commission determined that the government has a 

substantial interest iii ensuring that customers have the opportunity to approve or disapprovc uses 

of their CPNI.” With respect to intra-company uses of CPNI, the Commission concluded that its 

prcvious opt-in rule could not he justificd based on the record before i t . ’ ’  The Commission then 

’ VcriLon Petition, at 12-13. 

Id.  at 13. 

See I ( / .  at 14. 

0 

I O  

I ’  Third CPNI Order, 11 31 

l r l .  
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deremiiiied !hat opt-out satisfies ihc First Amendment." However. the Commission did not state 

[hat il would bc iinpossiblc for an opt-in rule to pass First Aniendment muster 

Verimn also mjsstales the holding of h e  Tenth Circuil regarding the constitutionality o f  

opt-in notice requirenients. The Tenth Circuit did not hold that opt-in violates the First 

Anieridnicnt, rather that court held that thc Commission bad not sufficiently justified its choice 

of opt-in. 

afibrds state commissions an opportunity lo develop a record that would support an opt-in iioticc 

reqiiireinent for intra-company C P N I . "  

14 Therefore, consistent with the Tenth Circuit's decision, the Commission properly 

2. Sttrres n 7 q  shobv t h /  opl-in serves ( I  s~ihs t ( l~~/ iu l  state inlerest and thtrl il i.y 
/io more extensive ihrin rrecessuty to protect the governmen/ interest. The 
Coinmissioil will not idoltrte the First Arnentlment by failing to preempt 
those efloris. 

Rather than consider preempting state CPNI regulations on a case-by-case basis, Verizon 

asks the Coniinission to prejudge all state tclephone ciisronier privacy protections and hold that 

the records upon which thcy are based do not demonstrate a substantial state interest in requiring 

opt-in cuslomer notice or that opt-in is no more extensive than necessary to protect the 

government interest.'(' The Commission should decline to do SO 

As set rorth abovc and ackno\vledgcd by the Coinmission, states h a w  i111 interest i n  

protecting the privacy of their citi7,ens. Some states have stalutory or constitutional provisions 

ih;i1 may  compel greater protcction of i~~dividual privacy than that afforded by the Commission's 

'' US' WCSC. Inc. V. FC'C, 182 F.3d 1224, 123081 n.15 (10th Cir. 1999), cert. denied530 
U.S. 1213 (2000). 

' i  Third CPNI Order, 11 71 

l o  Set, VeriLon Petition, ai 14-18, 



CPNl rules.” The Cotnmissioii should not prcempt the states’ efforts to respond to the concerns 

PI‘ their citizens or implement their particular state laws. Rather, the Commission should 

preserve its balaiiced approach of considering preemption on a case-by-case basis. 

The Commission will not violale the First Amendment simply by pcrmittitig states to 

18 considcr opt-in customer notice rules. 

dclknd Lhosc rulcs against First Aincndnienl challenges. I n  fact, (he WUTC presently is 

defeiiding a lawsuit brought by Verizon against thc CPNI  rules it adopted on Noveniber 7, 2002. 

in  wliich Verizon has requested a preliminary injunction and a temporary restraining order 

against implenientation of the WUTC’s CPNI rules.”’ On December 20, 2002, the District Court 

deterniined that i t  would not rule on Verizori’s request for preliminary injunc,tion unti l  the state 

lias tlie opportunity to deposc VCI-izon’s witness Maura Breen, who had testified that the 

WLTC’s CPNI rules would be damaging to the company. The Court also denied Verizon’s 

i-equest for a temporary restraining order. Thus, the Court saw no need to strike down the 

LVUTC’s rules without f irst conducting a thorough review. 

Rather, states adopting opt-in rules have the burden to 

Vcriron’s challenge to Llie WUTC’s rules i n  federal District Court shows that it is 

unneccssary for the Commission to presumptively preempt state telephone ciistomer privacy 

protections. By challenging thc rules in court, Verizon has availed itself of an adequate remedy 

Tor- rules that it alleges violate its First Amendmenl rights. 

”Third CPNI Order, 11 71 & n.164. 

Sei, Verizon Petition, at 20-22. 

See .YLlpiYL. tz.5. 

I 8  

I ‘I 
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3. By ronsidcring preemption on LI case -bycue  basis. the Commission does 
noi interpret Secfion 222 in ( i n  uncoiisticulioncil niawner 

In [lie same vein as ilie arguments stated abo\,e, Veri/on contends that the Commission 

caiiiioi allo\+ stalcs to consider op-iii regillations because to do so would be construing Section 

222 iii a way that rcndcrs ihc si;IIuIe uiiconstitLitioiial.L” However, nothing about allowing states 

to consider opt-iii rules renders Section 222 unconstitutional. Notwithstanding Section 222, 

statcs may have authority to implenient opt-in r-cquiremenls. If states were to adopt such opt-in 

requircmcnis, i t  would be those statutes or rcgulations ~~ not Section 222 ~ that would be at issue. 

IC.  Verizon’s Request for Reconsideration Based on Alleged Difficulties in Complying 
With “Inconsistent” State Regulations Is Improper Under 47 C.F.R. 3 1.429(b) 

Verizon argues that the Commission should presumptively preempt state telephone 

ctisioiiier privacy protcctions that  are more restrictive than the Commission’s CPNI rules because 

~ l ic  differeni rules would makc i t  more difficult for carriers to markct their services to 

customers.” Thc Coniniission should rcjccl this argument because the possibility of differing 

state 1-egulations was well-known Lo Verizon during the Commissions rulemaking proceeding. 

Uiitler the Commission’s procedural rules, Verizon is not entitled to reconsideration based on 

facts h a t  were known to it while the proceeding was pending. 47 C.F.R. 4 1.429(b)(2). Verizon 

had inlormed the Commission that inconsistent stale requirements may be difficult for carriers to 

administer and could liavc presented the information contained in the Declaration of Maura 

Breeii at that time.-‘ The information contained in the Declaration of Maura Breen is 7 1  

Verizon Petition, ai 19-20. 

See Verizon Petition, at 9-12 & Appendix E (Breen Decl.). 

’I) 

21 

’’ CC Docket No. 96-1 15, VeriLon Feb. 20, 2002 Ex Parte Letter, Attach. at 4 
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iiiformatioii that Vcrizon had the oppoi-tunitv to present to the Commission at an earlier date.23 

Verizon attached to its Petition the WUTC’s proposed CPNI rules that were issued in April 2002, 

and could have informed thc Commission at  that time regarding its concerns ahout the WUTC’s 

proposed rules.” I n  addition, diffei-cnt state consumer and privacy protections are a fact of doing 

husiness on a national level and telecommunications companies will remain subject to potentially 

di Iferenl slate req~iiremcnts. 

V .  Conclusion 

The Commission made the right decision iii adopting a case-by-case approach to 

reviewing potential conflicts in state privacy rules. All the argunients that Verizon makes in its 

petition were before the Commission wlicn i t  issued the Third CPNI Order, and the Commission 

should not reconsider this decision regarding preemption. 

Respectfully submitted. 

CHRISTINE 0.  GREGOIRE A 
Attorney General 

Assistant Attorney General 
Counsel for WUTC 
1400 S. Evergreen Park Dr. SW 
P.O. Box 40128 
Olympia, WA 98504-0128 
(360) 664-1 I92 

Other parties had availed themselves of the opportunity to present their views 
reyarding preemption of more restrictive stale CPNI regulations. See, e.g., Docket No. 96-1 15, 
Montana PUC Feb. 22, 2002, Letter; National Associalion of State Utility Consumer Advocates 
Api-it 12, 2002 Ex Pune Comments; Qwest May 30, 2002 Ex f w t e  Lctter. 

Ultimately, the WUTC did not adopt the rules proposed i n  April 2002. Seesupra text 24 

accompunying n n .  2-3. 
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GENERAL ORDER NO. R-505 
DOC- NO. UT-99014.6 

NOVEMBER 7,2002 
PAGE 2 

2 STATUTORY OR OTHER AUTHORITY: The Washngron U d t i c s  and 
Transportation Commission takes this action under Notice WSR # 02-08-081, 
filcd with the Code Rcviscr o n  April 3, 2002. Thc Commission brinfi this 
pi-occcdng pursuant r o  RCK’ 80.01.040 and RCW 80.04.1 60. 

STATEMENT OF COMPLIANCE: This proccchng complics wirh thc 
Opcn Public Meetings Act (chapter 42.30 RCK’), the Adminisrrarivc l’roccdure 
i\ct (chapter 34.05 R C Y ,  thc Sratc Register .Act (chapter 34.08 RCLV), the 
Starc Environrncntal Policy , i c t  of 1971 (chapter 43.21C RCUCP,, and the 
Regulatory Fairness Act (chaprcr 19.85 RCLX‘). 

DATE OF ADOPTION: The Commission adopts these rules o n  the date 
that this Order is entered. 

3 

4 

5 CONCISE STATEMENT OF PURPOSE AND EFFECT OF THE 
RULE: RCW 34.05.325 requires that the Commission prepare and providc to 
commenters a concise explanatory statement about an adopted rule. The  
statement must include the identification of the reasons for adopting the rule, a 
s u m m q  of the comments received regardmg the proposed rule, and responses 
reflecting the Commission’s consideration of the comments. Thc  Commission 
often includes a discussion of these matters in its rule adoption orders. 

I n  t h s  rulemaking, in order to avoid unnecessary duplicarion, [he Commission 
designates the discussion in this order, including its attachments (appendccs A 
and R), as its concise explanatory sratement. 

REFERENCE TO AFFECTED RULES: This ordcr repeals thc following 
sections of the Washington Administrative Code: 

(r 

7 

WL\C 480-120-144 

WAC 480-120-151 

Use of privacy listings for telephone 
solicitation. 
Telecommunications carriers’ use of customer 
proprietary network information (CPNI). 



GENERAL ORDER NO. R-505 
DOC- NO. UT-9w146 

NOVEMBER 7,2002 
PAGE 3 

W A C  480-120-152 Notice and approval required for use o f  
customer proprictar). ncmork  information 
(CPN1). 
Safeguards required for use of  customcr 
proprictan ncwork  information (CPNI). 

K’AC 480- 20-153 

WAC 480- 20-154 Definitions. 

,Y This Ordcr adopts thc following sccrions o f  thc Washington Administrativc 
Code: 

K‘AC 480- 120-201 
WAC 480- 120-203 

WAC 480-120-204 

WAC 480-120-205 

WAC 480-120-206 

WAC 480- 

WAC 480- 

20-207 

20-208 

WclC 480-120-209 

WI\C 480-120-21 1 

WilC 480- 120-2 12 

De fini uon s. 
Use of customer proprietary ncnvork 
information (CPNI) not  pcrmittcd co idcntih: 
or  track customer calls to competing sercice 
providers. 
Opt-in approval required for use, dsclosure, 
or access to customer 1CPNl.  
Using customer proprietary network 
information (CPNI) in the provision uf 
services. 
Using indvidual customer proprietary 
network information (CPNI) during inbound 
and outbound telemarketing calls. 
U s e  of privare account information (PilI) by 
company or associated companies requires 
opt-out approval 
Use of customers’ private account 
information (I’M) to markct company 
products and scrvices u.ithout customer 
approval 
Notice when use of  private accounr 
information (PhI) is pcrmittcd unlcss a 
customer hrec ts  otherwise (“opt-out”). 
Mechanisms for opting out  of use of private 
customer account information (PAI). 
Notice when express (“opt-in’? approval is 
required and mechanisms for express 
approval 



NOVEMBER 7,2002 GENERAL ORDER NO. R-505 
DOC= NO. m-990146 PAGE 4 

WAC 480-120-213 ConfKming changes in customer approval 

S’AC 480- 

WAC 480- 
K’AC 480- 
WAC 480- 

status. 
20-214 

20-21 5 
20-21 6 
20-217 

Duration of customer approval or 
disapproval 
Safeguards required for CPNI. 
Disclosing CPNI o n  rcqucst of customer. 
Using privacy listings for telephone 
solicitation. 

K’AC 480- 120-218 

WAC 480-120-219 Scverabdiv. 

Using subscriber list information for purposes 
other than directory publishmg. 

Y Ths OrJcr withdraws the following proposcd scction of thc Washington 
Administrative Code: 

WAC 480-120-202 Use of cusromer proprietary network 
information (CPNT) permitted. 

I O  PREPROPOSAL STATEMENT OF INQUIRY AND ACTIONS 
THEREUNDER The Commission filed a Preproposal Statement of Inquiry 
(CR-101) on Apnl 15, 1999, at WSR # 99-09-027. 

ADDITIONAL NOTICE AND ACTMTY PURSUANT TO 
PREPROPOSAL STATEMENT: The statement adbised interested persons 
that the Commission was considering a rulemalung to review rules relating to 
regulated telephone companies for content and readability pursuant to 
GXKUUVK Order 97-02, with attention to the rules’ need, effectiveness and 
efficiency, clariry, intent, and statutor). authority, coorhnation, cost, and 
fairness. The statement also advised tha t  chc review would include 
consideration of whether substantive changes or  additional rules are required 
for telecommunications regulation generally, in concert with the Federal 
Telecommunications Act of  1996 and potential actions b y  the Washington 
Legislature during its 1999 session. The Commission also provided notice of 
[he subject and the CR-IO1 to all persons on the Commission’s list of persons 
requesting such information pursuant to RCW 34.05.320(3), and sent notice to 
all regstered telecommunications companies and to the Commission’s list of 
telecommunications attorneys. The  Commission posted the relevant 
rulemaking information o n  its internet web site at mw.-. 

/ I  
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/ ?  MEETINGS AND WORgSHOPS; ORAL COMMENTS: T h e  
Commission held several rulemalung workshops on draft rulcs in Docket No.  
UT990146  concerning Chapter 480-120 WAC. A t  a workshop held on June  5, 
6, and 7, 2001, \VAC 480-120-144, “Use of privacy listings for tclephonc 
solicitation,” was included o n  the agcnda. That  rule has been amended and 
adoptcd as  WAC 480-120-217. 

O n  January 23 and 24,2002, the Commission held evening public meetings o n  
the topic o.f privacy of customer tclcphonc records. The  meeting on 1anu;uT. 23 
was held in Bothcil, Washington, and thc January 24 meeting was hcld in Fife, 
Vl’ashngron. The  times and locarions of the meetings were widely reported in 
the press in advance, both meetings wcre attcndcd by mcmbcrs o f  the public, 
and both were reported on by the media. 

The  Commission held a special open meeting on February 5,2002, for the 
purpose of considering adoption of an emergency rule on the topic of 
customer privacy. At the beginning o f  the meeting, the Commission informed 
attendees that it u:ould not be t ahng  action on  an emergency rule, but invited 
participation in a discussion of the topic. Representatives of several large 
telecommunications companies spoke on the topic. 

On March 14 and March 22, 2002, the Commission held half-day rulemahng 
workshops on issues related to customer privacy rules. These workshops were 
attcndcd b y  reprtscntatives of a &verse interests, includlng telecommunications 
companies, public interest organizations, state agencies, and Public Counsel. 

u 

1 4  

I S  

16 NOTICE OF PROPOSED RULEMAKING: The  Commission filed a 
notice of  Proposed Rulemahng (CR-102) on April 3,2002, at WSR #02-08- 
081, The Commission scheduled this matter for oral comment and adoption 
under Notice WSR #02-08-081 at 9:30 a m . ,  Friday, July 26, 2002, in the 
Commission’s Hearing Room, Second Floor, Chandler Plaza Ruildlng, 1300 S. 
Evergreen Park Drive S.W., Olympia, Waslungton. The  Notice provided 
interested persons the opportunity to submit written comments to the 
Commission. 

17 COMMENTERS (WRITTEN COMMENTS): The  Commission received 
written comments from AliRP, AT&T, i‘lllegiance Telecom, Claudia Berry, 
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Elizabeth Clawson, Rep. Mary L o u  Dickcrson, Electronic Privacv Information 
Center (EPIC), Elizabeth Fchrcnbach, Emcri Hansen, Gail Love, Low Income 
Telecommunications Project (LITE), Lindsay Olsen, Public Counsel Section of 
thc Office of the Attorney General, Qwcst, Senior Scrviccs, Sprint, Robert 
Srcin, hlatilda Stubbs, Dcstincc Sutton, Rcn Ungcr, Vcrizon, WashPIRG, 
Washington lndcpcndcnt Telephone Xssociauon (LVITX), and \VorldCom. 

RULEMAKTNG HEARING: Thc Commission originally schcdulcd this 
matter for oral comment and adoption under notice #02-08-081, at a 
rulemaking hearing schcdulcd during the Commission’s rcgularlv schcdulcd 
open public meeting on July 26,2002, a t  the Commission’s offices in Olympia, 
Washington. The  Commission continued the rule adoption o n  the record o f  
rhc Ju ly  26 hearing and by written notice to stakeholders who had participated 
in earlier phases of the rulemaking proceedmg until August 20,2002. O n  
,August 20, 2002, Chairwoman Marilyn Showalter, Commissioner &chard 
Hemstad, and Commissioner Patrick J. Oshie considered the rule proposal for 
adoption. The  Commission heard oral comments from Qwest, Public Counsel 
Section of the Office of the Attorney General, Qwest, Seattle 
Telecommunications Consortium, Spokane Neighborhoods Action Program, 
Sprint, Verizon, WashPlRG, and WorldCom. 

COMMISSION ACTION After considering all of the information 
regarding this proposaL the Commission repealed and adopted the rules in the 
CR-102 at WSR #02-08.081 with the changes described in Appendix R. 

STATEMENT OF ACTION; STATEMENT OF EFFECTIVE DATE 
I n  revieuting the entire record, the Commission determines that WAC secuuns 
480-1 20.144, 480.1 20-1 51, 480-120-1 52,480.120-153, 480-120-154 should be 
rcpealed. 

The  Commission determines that WAC sections 480-120-201, 480-120-203, 

/ X  

/ Y  

zo 

21 

480-1 20-204,480-120-205,480-120-206,480-120-207,480-120-208,480-120- 
209, 480-120-21 1, 480-120-212, 480-120-213,480-120-214,480-120-215,480- 
120-216 should be adopted to read as set forth in Appendw C, as rules of the 
Washington Utilities and Transportation Commission, to take effect pursuant 
to RCW 34.05.380(2) on  January 1 ,  2003. 
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I. BACKGROUND 

A. Prior WUTC Rules Addressing Telecommunications 
Company Use of Non-Public Personal Information 

‘ 2  This Commission adoprcd its first rule to protccr the privacl. o f  customer 
proprictary ncnvork information (CPN1)’ in 1997.’ That rule prohibircd the 
use o f  CPNI for marketing purposes. In early 1999, we replaced thar rule with 
NICS’ subsranuvcly idcnucal ro thosc adoprcd by rhc Fcdcral Communicauons 
Commission (FCC) in 1998.‘ The E‘CC rules implemented 5 222 (“Sccuon 
222”)’ of the Federal Telecommunications Act of 1996 (the “1996 L4ct’’). The 
FCC rules required carriers to obtain a customer’s express approval (or “opt- 
in”) before using or  dlsclosing CPNI identifiable w i h  that customer, for any 
purpose other than marketing adddona1 communications services within the 
category of services ro which the customer already subscribed. The  “categories 
of service” defined by the rule uerc  local, interexchange, and wireless. 

I Under 41 U.S.C 4 222. customer proprietary network information means: ”information that relates IO the 
quantity, technical configuration. type, destination, location. and amount o f  use o fa  telecommunications 
bervLcr subscribed to by any customer of a telecommunicanons carrier, and thal I P  made available 10 the 
carrier by the customer solely by virtue of the carrier-customer relationship: and information contained in 
the bills ofpertaining to telephone exchange service or telephone toll service received by a customerofa 
carner . . “ ’ Y7-IX-fIS6 Wa.qh. S I .  Reg.. ,+ 4Xl l . / 2~ l - l 3Y (5 )  (GeriernlOrdcr No. R-442. Docker No UT-Y61JY42) / ; led 
Airgurr 27. lYY7. 

YY-05-015 W’aIh. SI. Rep.. 9 4XB-120-15l ersey. (GencralOrder No. R-4-59, Docker No. UT-Y71514)filed 
February 25. 19YY. 

I n  the Uai ier  qflniplenienrarion o/Teleconimunicatlonr Acto/ 1996: Tclecomnlunicalions Carriers ’ Use 
o/Cusromer Proprierory Nerwork lnjormarion ond Orher Cusromer lnjorniarion and lnrplenrenrarion of lhc  
Non-AccounrinpS~f~!/cyards qfSecfions 2 7 1  and 272 ofrhe Conimunicarions Acr a/1934. as anrcnded. CC 
Docker Nos. 96- I I S  and Y6-149, Second R C ~ O ~ I  and Order und Furrhrr Norice o/’Propo.ved Rirleniaking. 
13FCCRcdXlJ61  ( I Y X X ) .  
’ Section 222(c)( I) of the I996 Act provides: “PRIVACY REQUWMENTS FOR 
TELECOMMUNICATIONS CARRIERS.-Except as required by law or with the approval of the 
cuslomer. a telecommunications carrier thar receives or obtains customer propnetary network information 
by vinue o f  its provision of a telecommunications service shall only use. disclose, or permit access to 
individually identifiable customer proprietary network information in i ts  provision of (A)  the 
telecommunications service fromwhich such information i s  derived, or ( 8 )  services necessary to. or u s 4  
in, the provision of such telecommunications service, including the publishing of directories.” 
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B. 10* Circuit Vacation of 1998 FCC Rules 

23 The  10“’ Circuit U S .  Court ofi\ppcals in US: It%/i~. l-;-:CC, 182 F.3d 1224 
Cir. 1999) vacated the portion of  the FCC’s CPNI rulcs that required 

customer opt-in, as an unjustified restriction o n  carriers’ First Amendment 
commercial speech rights. The  lod’ circuit said that thc FCC had failed to shou, 
that an altcrnativc less rcstrictivc of carriers’ free speech rights, such as opt-out, 
would not sufficiently protccr custotncc privacy. Thc  US. Supreme Court 
dcchncd to review the lO* Circuit decision.‘ 

24 I n  response to thc 10d’ Circuit decision, the FCC, in August 2001, issucd an 
order rcintcrpreting its rulcs as r c q u u i g  that customers nccd only bc afforded 
the ability to “opt-out” o f  carriers’ “use, disclosure or  permission of access” to 
CPNI.’ A t  the same time, the FCC initiated a new rulemaking on the topic of 
CPNI. 

25 After the FCC’s decision to reinterpret its rule in response to the 10”’ Circuit’s 
US. Wtdec i s ion ,  Verizon asked the WUTC either to eliminate our state rules 
o r  to conform them to the new FCC interpretation. We first considered 
adopting substantive changes to our CPNI rules as a result of Verizon’s 
request. 

Following Verizon’s request, Qwest mailed an opt-out notice to its customers 
that touched off alarm and angry reaction among consumers, consumer and 
privacy rights advocates, and the media. Rased on intensely negative public 
response to its notice and its limited ability to accommodate customer requests 
to retain their privacy, Qwest retracted its notice. The Qwest experience served 
to highlight for h e  Commission the shortcomings of the implied consent o r  
opt-out method o f  obtaining customer approval with respect to certain uses 
and ccrtain types of CPNI. 

26 

Pelitionfor cerl. denied. Cumpclilion Policy lnsiirule Y .  US WEST, Inc., 530 U.S. 1113 (June 20001. n 

’ I n  the Muller qflmplrmenlulion of Teleconimunicalions Acf oJ‘lYY6: Telecommunicarions Carriers ’ Ure 
qfCurlonrer Proprieiary Nemork Informarion and Other Cusromcr Informarion ond Implcmmralion of the 
Non-Accounling Safqwards ojSecrionr 271 and 272 of the Communicalions A d  of1  934. a.r amended, CC 
Docker Nos. 96-115, Y6-14Y. und 00-257. Clarificarinn Order and Second Furiher Norice n/Proposed 
Rulemaking. I6 FCC Rcd 16506 (Augu.rl 28. 2001). 
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C .  NewFCCRule 

2 7  I n  July of this year, the FCC adopted a n c u  sct  of rules interprcting thc 
rcquircments of $ 222 of the Federal Tclccommunications i\cr (Sccrion 22.4, 
thc statute on which thc FCC's rules arc based.' I n  irs adoption ordcr, rhc FCC 
cxprcssly left the door open to more stringent srate protection for CPN1." It 
also stared, however, that it would be wiUlng to preempt scare rules that 
needlessly depart from national standards. Under the FCC's rules, 47 CPR /-'art 
64 

cisc o f  CPNl that is not identified with an i n h i d u a l  is nor rcstrictcd by 
the rules. 

Without providing any notice to the customer or securing the customer's 
permission to do so, carriers may use a customer's individually 
identifiable CPNI to market telecommunications services within the 
category of service which the carrier already provides to thar customer. 

' In rhc Marrerof Implenientation OJ Teleconmunicofions Act of1 Y96: Jeleconrniiinicarioiir Corriers' Use 
ofCusronier Proprierarj. Nerwork InJorniorion and Orher Cusromer Inlbrniarion nnd Implemenmlion ojrhe 
Nan-Accounring SuJegunrds qfSeclions 2 71 and 2 72 o/rhe Cornmuniculions Acr 011934. As Anrended. 
2000 Biennial Regirlurory Review - Review ofPolicies oed Rules Concerning Uiraurhorizd Changer o/  
Consumers ' Long Dislancr Carriers. Third Reporr und Order and Third Firrlher Notic'' ofl'roposed 
Rulemuking (Released: July 25. 20021. 
' I d .  ar yy 69-74, The FCC stated: 

services, as  described above. which is less burdensome than opt-in. We reach th i s  conclusion based on the 
record before us. bui musi acknowledge that sares may develop differenl records should they choose to 
examine the use ofCPNl for intrastate services. They may find funher cvidencr o f  harm, or less evidencr 
of burden on protected speech interests. Accordingly. apply~ng the same standards. they may nevertheless 
find that more srringent approval requiremeills SUIVIYC constitutional scrutiny. and thus adop! requiremenls 
thai 'go beyond those adopted y the Commission.' While the Commission might still decide that such 
requirements could be preempted. it would not be appropriate for us to apply an automatic presumption that 
they wi l l  be preempted. We do not take lightly the potential impact that varying stat regulations could have 
on carriers' ability to operate on a multi-state or nationwide basis. Neverrheless. our state counterparts do 
bring particular expertise to the table regarding competitive conditions and consumer protection issues in 
their jurisdictions. and privacy regulation, as pan of general consumer protection. is not a uniquely federal 
matter. We decline, therefore, to apply any presumption that we will necessarily preempt more restrictive 
requirements. 

"We conclude that carriers can use opt*ut for their own marketing ofcommunications-related 

I . .  

We note that we would be wil l ing to preempt state requirements in the event that numerous 
different approval schemes make it impracticable for carrien to obtain customer approval for the use of 
CPNI. Carriers can always establish that burdens from state and federal CPNl regulation are unworkable. 
B y  reviewing requests for preemption on a case-bysase basis. we w i l l  be able to make preemption 
decisions based on the factual circumstances as they exist at the time an on a ful l  and complete record." 
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The categories of senrice arc local, intcrcxchmgc, and wireless. Included 
within t he  local service category, in addt ion to basic local senricc, arc 
scmiccs such as speed haling, computer-provided drccrory assistance, 
call monitoring, call tracing, call blochng, call return, rcpcar dialing, call 
rrachng, call waiting, caller I.D., call forwarding, and certain ccntrcx 
fccaturcs. 

Only after providing the cusromer with notice and an opportunity t o  

opt-our may carriers use a customcr’s indvidually identifiable CPNI to 
market communications-related senices outsidc o f  the category to which 
thc customer already subscribes. Thc  carrier may also dsclose t he  
customcr’s individually identifiable CPNI to its aff iatcs ,  agents, 
independent contractors and joint venture partners for the purpose of 
marketing communications-related services subject to the customer’s 
right to opt-out of such dsclosure. The  carrier must enter into 
confidentiality agreements with its independent contractors and joinr 
vcnture partners that prohibit additional use or dissemination of the 
individually identifiable CPNI by the contractor or joint venture partner. 

Carricrs must obtain a customcr’s express, opt-in approval to dsclose a 
custumer’s indlvidually identifiable CPNI ro thkd parties or to use i t  to 
market nun-communications-relatcd services or  goods. 

D. Our Overall Approach 

2x Stakeholders have alternatively urged us to adopt across-the-board opt-in and 
across-the-board opt-out requirements for telecommunications companies’ use 
of customer information. Others have urged us to defer completely to the 
rules adopted by the FCC, either by not adopting any rules or  by adopting rules 
identical to the FCC‘s. 

IY We reject the s u g e s d o n  that we adopt without change all o f  the FCC rules. 
We consider a record different from the FCC’s. We consider state as well as 
federal law in ou r  decisions. Washington state stakeholders expressed to US 

views thar were different from those heard by the FCC. rind-perhaps 
because we are closer to our  customers than is the FCC-we weigh factors 
differently from the balance implicit in the FCC rules. Like the FCC, we adopt 
a combinanon of opt-in and opt-out protections. O u r  rules, hou:ever, require 
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express (opt-in) approval from customers in more circumstances than do rhc 
1-CC’s rules. \%’e adopt rhcsc additional protections bascd on thc cstcnsivc 
record in this docker, and o n  o u r  considcrarion o f  federal as well as state law.’” 

30 The sources of  our authority to make rules on t h s  subject arc RCLV 
80.01.040(3) and RCW 80.?6.140, which aurhorizc us to regulate, in thc public 
interest, the practices of tclccommunicadons companies o n  a broad range of 
matters. Unlike the FCC, UT are not bound by the l W h  Circuit’s decision. We 
nonetheless acknowledge the importance o f  taking care that our regulations do 
not  unncccssanly restrict companies’ protcctcd commercial spccch with thcir 
cus tomcrs. 

3 1  Ques t ,  Verizon, Sprint, and others, havc presented arguments that they arc 
entitled, in the exercise of commercial free speech protected by thc 
Constitution, to use information in their possession about their customers to 
communicate with their customers or  others, Le., to solicit buyers for the 
services rhat they provide. I n  order to address these commercial frcc speech 
arguments, we have used the same analydcal framework the FCC used in its 
August 2002 rule adoption order. Thar analysis is derircd from the U.S. 
Supreme Court’s C&m/Hudoati’ decision. 

We assume, for the purpose of designing our rules, that a telecommunicarions 
company has an interest, protected by the First Amendmcnt,  in proposing 
lawful commercial transactions to its customers, in a non-misleading manner, 
on the basis o f  its knowledge about services to which those customers already 
subscribe from the company. Ar the same time, we are mindful of customers’ 
interests in their privacy, in their free speech rights, and in their right to 
associate freely u i th  others. These interests, too, are protected by our state and 
federal constitutions and underlie the stace and federal laws we consider here. 

32 

“ ’47U.S.C.S;222:  U.S. Consr.Amend. I: U.S. Wesrv. F.C.C.. 182F .3d  1224(10‘hCir .  19YY): RCW 
XO.01.040; ch. Y.73 RCW; Wayh. Cons!. Arr. I ,  $ $ 5 .  7; I n  r h r M a r r r r ~ / / n i p l c m ~ n l a l l o n  q l  
Telecon,municuriun.r Acr qf I YY6: Teleconrmunicoriun.i Corrirrc ’ UIP u/Cirsronwr Prnprieror.v Nerwnrl. 

Jnfhrmution und Other Cu.vunrer lnformal~orl and lmplenrenlolion ofihc Non-Accortnrirlg S&guordr o/‘ 
Serfion.< 271 and 272 nf ihu Communrrorion.~ Arr o f l Y 3 4 .  A s  Amended. 21)OO Blcnnial Regulatory Revicu,- 
Revien. o/Polrrie.r and Rule.$ Concernitrg Unourhorired Chunges ufCon.ru,rrer.c ’ Long Di.\rancc Carriers. 
Third Report und Order ond Third Furrher Nuricc ufProposed RuIe171ding (Relca.ved .h Iy  25.  20112). 

( I980Nsening out the rest to be applied in determinlng whether restrictions on commercial speech survive 
“intermediate scrutiny”) . 

I 1  Cenlrol Hidron Gas & Elrc. Corp. v. Puhlrr Service Comm ‘n o f N  Y.. 447 U.S. 557.564-65 
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